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• This is a parents online safety presentation

• This presentation is not suitable for children

• We will be talking about behaviours that we 

do not want children to copy

• We talk about apps that we do not want 

children to use





• remove illegal content quickly or prevent it from appearing in the first place, 

including content promoting self-harm

• prevent children from accessing harmful and age-inappropriate content 

including pornographic content, content that promotes, encourages or provides 

instructions for suicide, self-harm or eating disorders, content depicting or 

encouraging serious violence or bullying content

• enforce age limits and use age-checking measures on platforms where content 

harmful to children is published

• ensure social media platforms are more transparent about the risks and dangers 

posed to children on their sites, including by publishing risk assessments

• provide parents and children with clear and accessible ways to report problems 

online when they do arise

The Act takes a zero-tolerance approach to protecting 

children by making sure the buck stops with social media 

platforms for content they host. It does this by making 

sure they:



What else is new?



What does the Law say
Communications Act 2003

Sending by means of the internet a message or other 
matter that is grossly offensive or of an indecent, 
obscene or menacing character or sending a false 
message for the purpose of causing annoyance, 
inconvenience or needless anxiety is guilty of an offence 
liable on conviction to imprisonment.



Computer Misuse Act 1990

You can not impersonate or 

steal someone else’s identity 

online. This means that writing 

a status on social media 

pretending to be your friend, is 

technically against the law.

Unauthorised access to material 

stored on an electronic Device
.



The Education Act 2011 makes it an offence to publish the name

of a teacher who is subject to an allegation until such a time as

that they are charged with an offence. All members of the

community need to be aware of the importance of not publishing

named allegations against teachers online as this can lead to

prosecution.

The Education Act 2011 

Be Aware



Online Safety



1. Self-image and Identity 

2. Online relationships

3. Online reputation

4. Online bullying

5. Managing online information

6. Health, wellbeing and lifestyle

7. Privacy and security

8. Copyright and ownership



How to evaluate what they see online - This will enable 

pupils to make judgements about what they see online and 

not automatically assume that what they see is true, valid 

or acceptable.

Schools can help pupils consider questions including:

is this website/URL/email fake? How can I tell?

what does this cookie do and what information am I 

sharing?

is this person who they say they are?

why does someone want me to see this?

why does someone want me to send this?

why would someone want me to believe this?

why does this person want my personal information?

what’s behind this post?

is this too good to be true?

is this fact or opinion?



On Line Dangers

• Strangers - Fake Profiles & Pictures, Dating Apps

• On line Scams – Financial, Sextortion, ID theft

• Cyber bullying, Trolling

• Grooming/Sexual Exploitation/Radicalisation

• Inappropriate content - Pornography, Suicide, Self 

harm. 

• Gambling, Violence, pro-anorexia, 







SNAP MAPS

PUT YOUR SETTINGS TO GHOST

MODE SO AS NOT TO SHARE YOUR 

LOCATION WITH OTHER PEOPLE



Six Years ago WhatsApp raised the minimum age to use its service 
from 13 to 16 across the EU in order to comply with GDPR.

It's worth noting that on 11th April 2024, WhatsApp changed their 
minimum age to allow children aged 13+ to use the service (down 
from 16).





13



Ofcom research shows that more than a 

fifth of children aged 8-17 have an adult 

online profile (i.e., with a user age of at 

least 18+)

and a third of children aged 8-15 have 

one with a user age of 16+.



There are good reason for this age restriction to be in place. For example:-

• Inappropriate content,
• Lack of maturity to use the site safely,
• Exposing them to harmful content,
• Risk of being contacted by Sexual predators,
• Creating an online profile which will be hard to remove in the future,
• Placing added pressure on the child to deal with situations beyond their years.

The list goes on but as parents you need to be aware of the safety implications by 
allowing your child access to Social Media at such a young age. 



Know your Online Friends, If you 
do not know them in the real 
world then they are strangers!!!!



Sextortion

Tragic toll of nude photos 

sextortion scandal laid bare: 

How '100 children a day' 

are falling victim to 

scammers.



Online Grooming Offences Reach Record High

As a result of FOI requests to all police forces across the UK, the 

NSPCC have obtained data which shows that online grooming 

offences are at a record high with 7,623 offences recorded from 

January to March this year alone. Remember, these are the 

KNOWN figures, the real number is likely to be much higher. 

Where a tech platform was identified, around 40 percent took 

place on Snapchat, 9 percent on WhatsApp and 9 percent on 

Facebook and Instagram. Where the gender was known, girls 

made up 80 percent of victims, with the youngest age being 4.



According to the Child Exploitation and Online Protection Centre 

most child sexual exploitation offences take place online. These 

offences include deceiving children into producing indecent 

images of themselves, engaging in sexual chat online or sexual 

activity over a webcam.

Analysis by the centre reveals that 13- and 14-year-olds 

represent the largest single victim group.



Online Predators using Live Streaming to abuse Children

“This year, NCA analysts have warned there are 

whole online communities of sexual predators who 

devote themselves to finding and tracking down 

children on the internet, so as to bully and coerce 

them into abusing themselves sexually.

“These criminals can now groom a child who is in 

the apparent safety of their own bedroom, into 

making videos of the most serious kinds of abuse.”



This Photo by Unknown Author is licensed under CC BY-NC-ND

http://shaynemurphy.deviantart.com/art/Smurfette-Selfie-462172320
https://creativecommons.org/licenses/by-nc-nd/3.0/


SEXTING

YOUTH PRODUCED SEXUAL IMAGRY

• By Children and young people  under the age of 18.

• Of Children and young people under the age of 18 

that are of a sexual nature or are indecent.

• The images are shared between young people/or 

adults via a mobile phone, hand held device or 

website.



Around 1 in 7 young 

people have taken a semi-

naked/naked picture of 

themselves.

Over half went on to share 

the picture with someone 

else.







If you are under 18 and an explicit or nude image of you has been shared 

online, we can confidentially help you to get it removed.

Follow these 3 simple steps:

Download Yoti – The easiest, most secure way to prove identity. Take a 

selfie and then a photo of your ID, like a passport, to verify it’s you.

Report: Give details of the nude image and where it could be online (don’t 

worry if you don’t know all the details)

Remove: We’ll then review the details and the IWF will work to have it 

removed

The IWF (Internet Watch Foundation) use image hashing technology. This 

means each photo has its very own ID and using this ID it can identify the 

image, and have it removed, wherever it is uploaded to the internet.

How do I remove a nude image of myself?



Guidance for Schools – March 2023

This advice outlines how to respond 

to an incident of nudes and semi-

nudes being shared, including:

• risk assessing situations

• safeguarding and supporting 

children and young people

• handling devices and images 

recording incidents, including the 

role of other agencies

• informing parents and carers



Searching Electronic Devices

Searching for devices

The Searching, Screening and Confiscation advice 

for schools highlights how the Education Act 2011 

gives schools the power to search pupils for devices, 

search data on devices. This power applies to all 

schools and there is no need to have parental 

consent to search through a young person’s mobile 

phone.

If during a search a teacher finds material which 

concerns them and they reasonably suspect the 

material has been or could be used to cause harm 

or commit an offence, they can decide whether they 

should delete the material or retain it as evidence of 

a criminal offence or a breach of school discipline. 

They can also decide whether the material is of such 

seriousness that the police need to be involved.





Reputation Management

Always be careful when you post something online or upload a photograph

Once it is sent or uploaded it may stay there for ever

If it is copied or resent, then you may never be able to remove it

When you apply for a University or your first job, you will probably be 

Googled. 

Other people will be able to find out what you have said and done on Social 

Media,

Think before you click





• Ollie Robinson set to be dropped by 

England after offensive tweets resurfaced

• Racist and sexist posts by the bowler from 

nine years ago have come to light





The key thing to remember is to take a moment to think before you post. 

That applies to comments and messages too! If anything or anyone ever 

upsets you online, always tell a trusted adult. They can help you feel 

better and help to find a positive solution to your problem.

LAW

How would I 

Feel



So what can we do?



Digital Footprint

▪ Try googling yourself and your family, this will show your 
digital footprint.

▪ Click on images when googling to see what pictures of your
family maybe out there.

▪ If you find something inappropriate then so can someone 
else.

▪ Google will remove personal information if requested to do
so.



• Anyone under the age of 18 or their parent or guardian can 
ask Google to remove an image from appearing in search results 
by filling out this request form. 

• You’ll need to specify that you’d like Google to remove 
“Imagery of an individual currently under the age of 18” and 
provide some personal information, the image URLs and search 
queries that would surface the results.

Google is rolling out the ability for Children, teens and 

their parents to request to have pictures deleted from the 

company’s image search results.



www.Commonsensemedia.org

Common Sense Media helps families make smart 

media choices. We offer the largest, most trusted 

library of independent age-based and educational 

ratings and reviews for movies, games, apps, TV 

shows, websites, books, and music



https://www.internetmatters.org



















CEOP EDUCATION





What can you do now

• Search yourself and your children online

• Check your and your children’s privacy settings

• Use strong passwords

• Update software

• Think before you post

• Review apps and remove any you are not using.

• Ensure your child is creating a positive reputation.

• operate online in a way which would not cause embarrassment in 
the future or limit their life chances.



When you buy a game console/Mobile phone/interactive toy, make sure you ask 

the vendor about its online capabilities. Know what the equipment is capable of.

Think about the location of the game console. Keep it in a common area if possible. 

A family room is best for monitoring and supervision. Don’t allow children to have 

internet enabled devices in their bedroom until they reach an age and maturity to 

keep themselves safe.

Discuss the risks with your child. Don’t wait for something to happen before you 

talk to your child about the potential risks of gaming online. Ensure they have 

privacy settings activated and help them to understand why this needs to be done.

Gaming sites/Social Media often have ways of reporting abusive chat and blocking 

unwelcome contact from other users. – You should know how to do this.

Ask your child what they are playing or what Social Media they are using. Take an 

interest in your child’s on line life – just as you would if they were in a football team 

in the real world. Watch them playing and always keep lines of communication 

open.

TIPS FOR PARENTS/CARERS



Parents need to play their part

Educational settings and professionals should encourage parents to 
discuss online safety at home and to talk to their child about what 
they do online. Useful websites to signpost parents/carers to 
include:

thinkuknow.co.uk/parents
childnet.com
saferinternet.org.uk
parentinfo.org
internetmatters.org
nspcc.org.uk/onlinesafety
commonsensemedia.org
http://www.iwf.org.uk
www.askaboutgames.com
swgfl.org.uk

http://www.iwf.org.uk/
http://www.askaboutgames.com/


Have that Conversation

Keep that Conversation going



PASTORAL CARE TEAM



Thank you for Listening
Have you any questions?

Education Safeguarding Team


