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Tonight’s Agenda

* Your Child’s development and behaviour

* Emotional and Mental Health Issues

* Your Child in the Digital World

* What is the law?

* Social Media — What's going wrong?

* Gaming on the Internet

* Online Reputation — What are they posting!!
* Where to find support and information



Differences between primary and secondary school

Now: top of the class and their school

in September: amongst others also who were top of the
class & new to the school

Now: many things done for them

in September: need to be self-motivated, organised,
responsible and mature behaviour

Now: know everyone in their year group and firm friendships

in September: may not know anyone and have to start
again



Stages of child development

BEING:

0 — 6 months

SKILLS &
STRUCTURE:
6 — 12 years

DOING: 6 — 18 months
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IDENTITY & POWER:
3 — 6 years THINKING: 18 months — 3 years




Behaviour milestones for 11-14 year olds

* Self-conscious about appearance

* Rudeness/pushing boundaries

* Experiments with dress, speech, manners
* Wants more independence

* Friends take on great importance



Managing the behaviours

Understand them

* Be reliable, clear

* Set ground rules

* Allow consequences
* Challenge behaviour
* Encourage openness
* Celebrate success

Encourage them

Accept failure

Support them
Discuss with them



Emotional & mental health issues

The SERIOUS challenge for Children

* Self-motivation

* Empathy

* Reflection

* Impulse Control

* Optimism

* Understanding relationships
* Self-Awareness



Leading causes of stress, anxiety, depression for

young people

e School / college

e Fatigue

e Body Image

e Family

e Friends

e Other relationships
e The future

e Social Media




Being a
teenager can

be a struggle
for both
genders

Body changes-surge of male and female sex

hormones -
Mood swings from hapﬂto fed up\ith no
apparent reason \

Having to take more responsibility
Making decision for own life \
Move towards independence

Receive, keep and maintain friendships and
relationships

Friends are more important than ever

Peer pressure - to smoke, do sex and drugs,
to fit in and be cool

Parents/rules/support
What’s acceptable and what’s expected



High Risk
decisions with
POOI outcomes

V

Low risk
decisions with
good outcomes

Brain Facts

* 90% of brain development
happens In the first 5 years.

* The brain does not fully
develop until about age 25.

« Last part of the brain to
develop Is the frontal lobe

* One of the last developments
IS the way the child assess
risk!!!



Kooth plc

FREE, SAFE AND

ANONYMOUVS

SUPPORT FOR YOUR
MENTAL WELLBEING.

About Kooth plc

k@@th - %}9—2‘“; p for free at Kooth.com

el

Kooth is the UK’s leading digital mental health platform. Our mission is to provide
accessible and safe spaces for everyone to achieve better mental health. Our platform
is clinically robust and accredited to provide a range of therapeutic support and
interventions. All our services are predicated on easy access to make early intervention
and prevention a reality.

Our four services are:
® Kooth: for children and young persons
® Kooth Student: for university and higher-education students

® Kooth: for Adults

® Kooth Work: for employees -




Youth Mental Health (www.kooth.com)

For Children and Young People

The pandemic has caused a rise in a wide number of presenting issues for children and
young people. Kooth data reveals that there has been an increase in:

Up
Up 115%
98% Uy ; o
62% F’
51% 47% Up
18%
Sleep Schoolfcollege eating Sadness Concerns Loss of

difficulties iSsUes difficulties about family aspiration and

relationships motivation



Key attributes

of mentally
and
emotionally
healthy
people

Sense of well-being and contentment
‘Lest’ for life

Resilience

Self-awareness

Flexibility

Balance in life (solitude and
sociability, work and play, etc.)
Ability to care for self and others
Self-confidence

Self-esteem

Well roundedness — MIND, BODY,
SPIRIT
/
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Encouraging self-reliance and responsibility

Home alone

Quest for freedom

Curfews

Becoming more independent (questions your child can ask
themselves):

Where am | going?

How am | getting there and back?
Who am | meeting?

Do | know them?

Am | prepared for changes of plan?
. Have | let people know where | am?

oOUsWNE




The digital world and its influence on children and young

people

Today’s young people live in
a world of constant noise
and activity:

TV’s, computers, ipods,
ipads, x boxes, play stations,
mobile phones, online
games, Social Media etc




The House of Lords Communications Committee

-Of-ﬁce of the
Leader of the
House of Lords

Teaching children about the internet should be as important as the three
Rs, with youngsters given the skills to keep safe online.

The committee's report said: "It is no longer sufficient to teach digital skills
in specialist computer science classes to only some pupils.

"We recommend that digital literacy sits alongside reading, writing and
mathematics as the fourth pillar of a child's education; and that no child

should leave school without a well-rounded understanding of the digital
world."



Online Safety il )

becomes law u_)

Ofcom will have powers to take action against companies which do not follow
their new duties. Companies will be fined up to £18 million or 10 percent of
their annual global turnover, whichever is greater. Criminal action will be
taken against senior managers who fail to follow information requests from

Ofcom.

In the most extreme cases, with the agreement of the courts, Ofcom will be
able to require payment providers, advertisers and internet service providers
to stop working with a site, preventing it from generating money or being
accessed from the UK.



The Act takes a zero-tolerance approach to protecting
children by making sure the buck stops with social media
platforms for content they host. It does this by making
sure they:

remove illegal content quickly or prevent it from appearing in the first place,
Including content promoting self-harm

prevent children from accessing harmful and age-inappropriate content
Including pornographic content, content that promotes, encourages or provides
Instructions for suicide, self-harm or eating disorders, content depicting or
encouraging serious violence or bullying content

enforce age limits and use age-checking measures on platforms where content
harmful to children is published

ensure social media platforms are more transparent about the risks and dangers
posed to children on their sites, including by publishing risk assessments

provide parents and children with clear and accessible ways to report problems
online when they do arise
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Shapchat
P ‘lwstagnum

All Social Media sites should ensure that, by default:

N
N

dren are not presented with lists of suggested friends;

dren do not appear in other users’ lists of suggested friends;

nildren are not visible in other users’ connection lists;

nildren’s connection lists are not visible to other users;

* Accounts outside a child’s connection list cannot send them direct messages
« Children’s location information is not visible to any other users.

O00O0

A child Is any person who has not yet
reached their 18t Birthday



Age verification
using YOTI

- Facebook has halted work on its
Instagram Kids project after revelations
about the photo-sharing app’s impact on
teen mental health.

- Instagram said it was “pausing” work to
address concerns raised by parents, experts
and regulators. The move follows revelations
in the Wall Street Journal (WS)J) that
Facebook had commissioned research
showing Instagram could affect girls’
mental health on issues such as body
Image and self-esteem.

- The head of Instagram, Adam Mosseri,
defended the concept of an Instagram site
for 10- to 12-year-olds and said he firmly
believed children should be able to access a
version of the app — which bars under-13’s
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4 Message controls

Decide whether message requests go to yeur Chats

\ list, your Message requests folder, or whether to
D ’ receive them at all,
. Q Potential connections
\
Changes to message Your followers on Instagram Dot roceive )
settings

Other people

You'll Be notified again 24 hours belore your

seltings aulomatically change, You can also Others on Instagram Don't receive )

choose 1o change them now or not at all, This

won't affect your current chats

Group messages

@ Who can message you
Soon, only the people you follow will be able

to message you

Who can add you 1o groups

Not oll m 230% M0 OQUEsIS: accounts you follow, fos
eamplo, can send messages to your Chats list. Learn moce

#A% Who can add you to group chats FOOUL R0 CON Message you

Soon, only the people you follow vall be able

Teenagers under 18 will no longer be 0209 100 10 group s
able to receive messages from

strangers on Instagram and Facebook

as Meta finally imposes safety |

restrictions on the apps f

Don't change



Online Safety

Department
for Education

Teaching online
safety in school

Guidance supporting schools to teach

their pupils how to stay safe online,
within new and existing school subjects

June 2019



How to evaluate what they see online - This will enable
pupils to make judgements about what they see online and
not automatically assume that what they see is true, valid or
acceptable. '

Schools can help pupils consider questions including:

IS this website/URL/emall fake? How can | tell?
what does this cookie do and what information am |
sharing?

IS this person who they say they are?

why does someone want me to see this?

why does someone want me to send this?

why would someone want me to believe this?

why does this person want my personal information?
what’'s behind this post?

IS this too good to be true?

IS this fact or opinion?
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Self-imaae and ldentit Conneded. .W 0I’|d A framework to equip children
' _ 9 _ _ y = 2020 edl'flon and young people for digital life
. Online relationships — :
. Online reputation . e et
. Online bullying OQO Gﬁ O
. Managing online information _@ Q &
. Health, wellbeing and lifestyle \__—_1_ —) =
. Privacy and security —— 1 (~~N T A 1~ |
. Copyright and ownership :_—5 @ o @ ©
-
- 1) I T I

47 7- I T D TR



Protection

Six Years ago WhatsApp raised the minimum age to use its service
from 13 to 16 across the EU in order to comply with GDPR.

It's worth noting that on 11th April 2024, WhatsApp changed their

minimum age to allow children aged 13+ to use the service (down
from 16).

End to End Encryption
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Docking Stations Stations Station Stations Stations Docks Docking
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Snepehat

PUT YOUR SETTINGS TO GHOST MODE SO AS NOT TO SHARE
YOUR LOCATION WITH OTHER PEOPLE.

“Meet Up” which pairs with Apple Maps or Google Maps
to give exact directions to a person, as long as they are

Snapchat Friends.




" - oction for
Age Restrictions for iz
witer - Social Medla Platforms ouTibe

Facebook ar a2 Keex
Instagram Foursquare
Pinterest WeChat
Google+ Kik

Tumblr Path Flickr

.Rc?(fG-': A/ rwr\,'v\ )
napchat  tinkedin
Secret . ’

18

(13 wath
parents’
permission)




Advice for parents regarding young people’s use of social

media

Social media and the use of some apps are causing a few
concerns amongst professionals. A few steps that you may
find helpful are:

* Monitoring what social media your children are accessing

* Check their privacy settings with them.

* Talk to your children about apps and social media

* Asking your children about how they are feeling, anxiety,
stress and whether they feel able to cope

* Ask your children who they are keeping in contact with.

* Encouraging them to tell you if they receive a worrying text
from a friend or stranger



There are good reason for this age restriction to be in place. For example:-

Inappropriate content,

Lack of maturity to use the site safely,

Exposing them to harmful content,

Risk of being contacted by Sexual predators,

Creating an online profile which will be hard to remove in the future,

Placing added pressure on the child to deal with situations beyond their years.

The list goes on but as parents you need to be aware of the safety implications by
allowing your child access to Social Media at such a young age.
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PEGI
Pan European Games Information
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What Is the average age of an online gamer.

a. 10
b. 14
c. 17/
d. 21
e. 29
f. 38

g. 50




common)sense

media

www.Commonsensemedia.org

Common Sense Media helps families make smart
media choices. We offer the largest, most trusted

library of independent age-based and educational
ratings and reviews for movies, games, apps, TV

shows, websites, books, and music



How to find out more about online Games

about

Fr i The VS Rating Board

www.askaboutgames.com



SCREEN TIME

It’s important to pay attention to how
children are balancing video games in
their lives. Questions like these are
useful to consider:

* |s my child physically healthy and
sleeping enough?

* |s my child connecting socially with
family and friends?

* |s my child engaged with and
achieving in school?

* |s my child pursuing interests and
hobbies?

* |s my child having fun and learning
in their use of digital media?

BERE & SNAPPL

Zp &5




We ALL leave a digital footprint

Once it’s on-line it’s
virtually impossible
to scrub out

. . and the data
on you will follow
you around for life

graham@ogilviedesign.co.uk




Reputation Management

Always be careful when you post something online or upload a photograph
Once it is sent or uploaded it may stay there for ever
If it Is copied or resent, then you may never be able to remove it

When you apply for a University or your first job, you will probably be
Googled.

Other people will be able to find out what you have said and done on Social
Media,

Think before you click




of employers indicate that they are less likely to hire
candidates whose social networking profile or tweets
evidence unprofessional behavior.

WhatsApp



Paris Brown 17 Years Old
Youth Police and Crime
Commissioner for Kent.

She lost her job after 7 days
because a newspaper found
out that when she was 14
years old, she had posted
some Inappropriate
comments onto Social
Media.




‘Before You Post
TH INK

N T-isit True?

H-is it Helpful?
| -is it Inspiring?
N-is it Necessary?
K-is it Kind?

* Ollie Robinson dropped by England after
offensive tweets resurfaced

* Inappropriate posts by the bowler from nine
years ago have come to light



‘Before You Post
TH I NK

-i1s it True?
-is it Helpful?
-i1s it Inspiring?
-1s it Necessary?
-is 1t Kind?




Think ......

before
you pos'l'l How would |

The key thing to remember is to take a moment to think before you post.
That applies to comments and messages too! If anything or anyone ever
u
b

psets you online, always tell a trusted adult. They can help you feel
etter and help to find a positive solution to your problem.



So what can we do?




https://www.internetmatters.org

internet E= R - ﬁ

matters.org

Get Age-specific advice

Whatever their age, find simple, practical

advice to keep children safe online.

BTQ Sky TalkTalk BEME Cooge



’ In partnership with . e
Internet Aboutus Inclusive Digital Safety Search Q
matters.org 8

ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS  GUIDES & RESOURCES ~ NEWS&OPINION  SCHOOLS RESOURCES

Helping parents keep their children safe online

manet » Advice on Online Grooming [RUERVOIREeROL AL Supporting families online

Get expert support and practical tips to help
children benefit from connected technology and

the internet safely and smartly.

[RXThers use fake profiles on social networks
to connect with children and start to build | need help with an online ssue
relationShipS with them | need to report something




New hub to support children experiencing vulnerabilities

Helping them to stay safe online

Partnership between SWGIL & Inferet Matters

runded by the Home Office who recognised the risk
that vulnerable children and young people face

| Digital Safety

Provides vital support for professionals, parents and
young people themselves, with a parficular support
for children & young people who are experiencing
vulnerabilifies due to:

e ()SWGAL

Safe, Secure, Online

+ Care experienced

+  (Gender & sexual identity issues (LGBIQ+)



Inside Inclusive Digital Safety hub: supporting parents and carers

LGBIQ+ Care experienced Supporting children and

young people with SEND online

Advice for pavents and carers to help children with special
educatonal needs and disabilities (SEND) stay safe anline.

Connecting & Sharing
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n partrership with About us Inclusive Digital Safety Saarch Q

internet Sl(y
matters.org

OELIME ISSUES ADWICE BY aGE SETTING COMTROLS CUIDES & RESOURCES MEWS & OPIMNICN S5CHCOOLS RESOURCES

You arae hera: Home * Hesources * Monitoring apps parents’ guoide

Guide to Monitoring apps

With children accessing the internet on a range of devices, the job of protecting

them from things they may not be ready for online can be a challenge.

Im recent years, a wide variety of mmonitoring software solutions have appeared

to allow you to see what children are doing online and set digital boundaries.

With the help of Pocket-lint's Andy Robertson, we'e given tips on how best to u

use them and reviewed the top apps available. -

B £ Youlube 5] L3

Inside the guide

= ‘What do monitorimg apps offer families?
= ‘What to consider when choosing monitoring apps?
* ‘What are the top monitoring apps availale?

= How can |l make sure it's the best option for me and my child?

What do monitoring apps offer families?

Companies producing technology are making huge strides to empower and equip parents to play a crucial
role in guiding children to digital health. Whether they are games consoles offering autormatic parental
controls based on PEGI ratings, routers providing apps to show yvou exacthy who's doing what online, or even

smartphone add-ons that let you track where your child is, there has newver been more help for parents.



B R —— About us Inclusive Dngital Safety Caarck ':l

internet
matters.org ’

DMLINE I155UES ADWVICE BY &GE SETTING CONTROLS CUIDES & RESOURCES HEWWES & OPIMNICH SCHOOLS RESOURCES

You are here: Hor *» Parental Controls *» Caming consoles and platformes > pic Cames Store parental controls guids

Epic Games Store

parental controls

Controls & Settings guide

The Epic Games Store is adigital video game storefront for Microsoft Windows

and macosS. Users can also use it o play games. Exclusive games include the

wvery popular Fortnite, Fall Guys and Rocket League.

Manage cabined accounts for under-12s and learn how to use a PIM in the
Epic Games Store to manage inappropriate game content based on age

ratings.

DOWNLOAD PDF EMAIL ME PDF

What do | need?

An Epic Games account and acoess to gaming device

Restrictions you can apply

0000
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matters.o o I 5 OMLIME I55UES ADVICE BY AGE SETTING CONTROLS GUIDES & RESCOURCES MEWS & OPINICHM SCHOOLS RESOURCES
You are here: Home * Besources * Making the most of artificial intelligence - A parent’s guide to Al tools

A parent’s guide to using Al
with kids

How to get the most out of Al tools

In this guide to Al, learn about the different Al tools like ChatGPT that are
currently available. Then, explore how to support learning, creativity and even

bedtime using Al at home.

Watch this space for more updates and guidance on the potential risks and

benefits to Al coming soon.

DOWNLOAD PDF GUIDE INSTEAD

What's in this guide L 53 likes m

o What is artificial intelligence (Al)?

* Quide to Al tools

* [nteractive parents guide to Al tools
s Alwords to know

s Cther resgurces



TikTok Parental
Control Settings

Controls & Settings guide

TikTok features a number of privacy and safety settings to restrict who can
contact and comment on your child's posts and profile. It also features a
Digital Wellbeing feature to restrict inappropriate content and help themm

manage how long they spend on the app.

What do | need?
A TikTok account

Restrictions you can apply

00@0
00®

o TikTok

¢J* TikTok



In partnrship with About us Inclusive Digital Safety Search Q

internet Electronic Arts
matters.org

ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS ~ GUIDES & RESOURCES NEWS & OPINION SCHOOLS RESOURCES

You are here: Home » Resources » What is WhatsApp?: A safety how to guide for parents

What is WhatsApp?

A safety how-to guide for parents and carers

With over 2.7 billion monthly users, WhatsApp is one of the most used

messaging apps.

Find out what features you can use to help keep your child’s personal

information private.




The Thrive online resources

Teaching about digital wellbeing
(SEND)

Teaching resources including video on digital
wellbeing for young people with Special
Edvucational Neaeds and Disabilities aged 11-17
yvears old.

Supporting young people with
SEND

Advice for parents and carers of voung people
aged 11 and over with Special Educational
Meads and Disabilities covering healthy
relationships, digital wellbeing, online
pornography and nudes. Part of the Thrive
Online rescurces.

Teaching about healthy online
relationships (SEND)

Teaching resources including video on healthy
relationships online for young peocple with
Special Educotional Meeds and Disakilities
aged 11-17 vears old.

() Childnet

Our Projects

Thrive Online

Teaching about online
pornography (SEND)

Teaching resources including video on online
pornoegraphy for voung people with Special
Educational Neads and Disakbilities aged 11-17

}"EGFE ald.

Reszaurces Blog Wha we are W

Teachers & professionals .+ Parent:

Helping educators, parents and carers to
support young people aged 11 and over
with Special Educational Needs and
Disabilities (SEND)




Thinkyouknow CEOP

Welcome to CEOP Education

tducation from 1he National Crime Agency's CEOP Education team aim to help protect children and young people from
C.E..QE the National online child sexual abuse.
Crime Agency

We do this through our education programme, providing training, resources and information to professionals
working with children, young people and their families.

| am:

A professional working with
children and young people

8-10
years old




Crimestoppers — Encourage young people to
speak about Crime

nme

m RESOURCES TRAINING NEWS CONTACT 4
part of Crimestoppers
% ;
: "
P

EMPOWERING

 YOUNG PEOPLE

Access our latest tools and resources to educate
and encourage young people to speak out about
crime.

RESOURCES TRAINING
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Who can you talk to in Confidence?

Contact NCA-CEORP if you are worried about child
sexual abuse

You can talk to Childline anonymously on 0800
1111

If you see sexual Images or videos of someone
under 18 online, you can report to the Internet
Watch Foundation (IWF)

If you're worried about radicalising content, you
can get help on the Educate Against Hate website
You can report material promoting extremism and
terrorism through the government’s online
reporting tool



Parents need to play their part

Educational settings and professionals should encourage parents to
discuss online safety at home and to talk to their child about what

they do online. Useful websites to signpost parents/carers to
ChildLine

include:

thinkuknow.co.uk/parents

childnet.com (NSPCC @\ 0800]]]]
saferinternet.org.uk HELPLINE

parentinfo.org 0808 800 5000

internetmatters.org P e o s il

nspcc.org.uk/onlinesafety
commonsensemedia.org
http://www.iwf.org.uk
www.askaboutgames.com

? CEOP REPORT
ceop.police.uk

/‘1 CRIMESTOPPERS
39800 555 111

Ly wwity i



http://www.iwf.org.uk/

TIPS FOR PARENTS/CARERS

When you buy a game console/Mobile phone/interactive toy, make sure you ask
the vendor about its online capabilities. Know what the equipment is capable of.

Think about the location of the game console. Keep it in a common area if
possible. A family room is best for monitoring and supervision. Don’t allow children
to have internet enabled devices in their bedroom until they reach an age and
maturity to keep themselves safe.

Discuss the risks with your child. Don’t wait for something to happen before you
talk to your child about the potential risks of gaming online. Ensure they have
privacy settings activated and help them to understand why this needs to be done.

Gaming sites/Social Media often have ways of reporting abusive chat and blocking
unwelcome contact from other users. — You should know how to do this.

Ask your child what they are playing or what Social Media they are using. Take an
interest in your child’s on line life — just as you would if they were in a football team
In the real world. Watch them playing and always keep lines of communication
open.



Have that Conversation

Keep that Conversation going



Searching Electronic Devices

Department
for Education

Searching, Screening
and Confiscation

Advice for schools

July 2022

Searching for devices

The Searching, Screening and Confiscation advice
for schools highlights how the Education Act 2011
gives schools the power to search pupils for devices,
search data on devices. This power applies to all
schools and there is no need to have parental
consent to search through a young person’s mobile
phone.

If during a search a teacher finds material which
concerns them and they reasonably suspect the
material has been or could be used to cause harm
or commit an offence, they can decide whether they
should delete the material or retain it as evidence of
a criminal offence or a breach of school discipline.
They can also decide whether the material is of such
seriousness that the police need to be involved.
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Compassion

Compassion
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() Cognus

Thank you all for listening
Have you any Questions?

Hayley Cameron: Education Safeguarding Manager
Stephen Welding: Education Safeguarding Team
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